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Skupina Cyllium

> poskytuje komplexné sluzby v oblasti informacnej a kybernetickej bezpecnosti na
Slovensku i v zahranici.

> vykonava auditné, expertné a technologické sluzby pod vedenim profesionalov s
medzindrodnymi skdsenostami a certifikaciami.

> nas tim ma dlhorocné skusenosti v oblasti IT auditu, IT bezpecnosti, riadenia
informacnych a kybernetickych rizik pre oblasti IT a OT a poradenstva v oblasti IT
a kyberbezpecnosti.

Clenmi skupiny su spolo¢nosti:
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Nase sluzby

Auditné sluzby
Audit KB podla ZoKB

Interny a externy audit alebo GAP
analyza voci medzinarodnym
normam / standardom (ISO, PCI-DSS,
SWIFT, elDAS, ENSTO-e) / ZoKB

Posudenie IT prostredia pre ucely
Statutarneho auditu (ITGC)

Expertné sluzby

Analyza bezpecnostnej architektiry v
organizacii a aktivne overenie a
testovanie bezpecnosti organizacie

Analyza rizik v organizacii, biznis
dopadov, kritickosti procesov a aktiv
a ich vazby,

Navrh bezpecnostnych opatreni v
organizacii, vratane analyzy moznosti
technologickych rieseni a
bezpecnostnych nastrojov na trhu

Poskytovanie bezpecnostnych roli
Riadenie projektu a planovanie
projektovych prac

Skolenie zamestnancov a
dodavatelov

Technologické sluzby
Navrh, realizacia, sprava a prevadzka
lokalnej, serverovej, virtualizacnej,
cloudovej alebo hybridnej
infrastruktary

Navrh, realizacia, sprdva a prevadzka
adresarovych sluzieb a infrastruktury
verejnych klucov

Migracia a konsolidacia
prevadzkovych infrastruktur

Bezpecnostna konfiguracia (Security
hardening)

Zabezpecenie koncovych stanic
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Certified Internal Auditor
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FUNDAMENTALS
SPECIALIST
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ISA/IEC 62443 Cybersecurity
Fundamentals Specialist

Certified Data Privacy Solutions
Engineer

Certified Information Systems
Auditor

CISSP

Certified Information Systems

Security Professional

\SANEC 6244,
h(‘““;(l(u.”' B Y RERSECURITY
I
SSESSM DESIGN
‘l‘swscmuis':T 7 SPECIALISY
& ®
ISA/IEC 62443 Cybersecurity ISA/IEC 62443 Cybersecurity
Risk Assessment Specialist Design Specialist
8 Ii *ﬁ'nv.

CERTIFIED

Microsoft Certified System
Engineer

Certified Information Security
Manager

CJASANEC S24s.

B CYsERSECURITY
MAINTENANCE
SPECIALIST

2

ISA/IEC 62443 Cybersecurity
Maintenance Specialist

CEH

Certified Ethical Hacker

PRINCE2 Foundation

EXPERTQ

2

ISA/IEC 62443 Cybersecurity
Expert

The Global Industrial Cyber

Security Professional

Nase
certifikaty
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O ¢om budeme diskutovat?

0 1 KB v priemysle 02 Ako zacat? 03 Analyza rizik

> Rozdiel oproti IT (IT vs. OT) > Zakladné kroky ako zacat s > Ciel
> Zakladné principy KB v priemysle kybernetickou bezpec¢nostou > Ako prebieha
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Rozdiel oproti IT (IT vs. OT)

> OT = prevadzkové technoldgie (Operations Technology), su systémy / zariadenia, ktoré
interaguju s fyzickym prostredim (alebo riadia zariadenia, ktoré interaguju s fyzickym
prostredim).

> Rozdiel medzi OT a IT je v prioritach. Pri IT je priorita dovernost a integrita dat. V OT je
priorita ochrana zdravia a majetku, dostupnost a 24/7 funkcnost procesov.

IT oT

Dévernost Zdravie a majetok

Integrita VS. Dostupnost

Integrita
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Rozdiel oproti IT (IT vs. OT)

Hlavné procesy:

Charakteristika:

Zivotny cyklus:

Patch management:

Dostupnost:

Aktualne zabezpecenie:

Komunikacné protokoly:

Koncové zariadenia:

Office IT systémy:

spracovavanie informacii

Dynamickeé systémy

4-6 rokov

2-3 x roky

vypadky akceptované

dobré

TCP/IP

server, PC/NTB, LAN

OT systémy (ICS/IACS):

riadenie technologickych procesov

Deterministické systémy

15-20 rokov
1 x rok(1 x 2 roky)

24/7

nizke / Ziadne

IEC80750, IEC61850

RTU, SCADA, PLC, DCS, EMS, ...

01010101010700000

001190101 1010190001010101010 100000
0TOTTOTOT100041071010 1010100000
0000%110401101011000101T0101010100000

/_ LEAD
Gl !

PROTECTED



Bezpeénost je spoloéna aktivita

vvvvv

Security Program Throughout the Automation Solution Lifecycle

Design

A 4

Verification &

v

; Implementation

v

Validation

Operation

A 4

Maintenance

v

A4

Decommissioning

|-> Specification

AO S| § SM :
=

Asset Owner

+ Perform initial
cybersecurity risk
assessment

* Partition system into
security zones and
conduits

* Specify target security
level

AO j PS

i System Integrator

+ Design detailed
cybersecurity risk
assessment for each
zone/conduit

+ Design technical
security measures for
each zone/conduit

+ Design guidelines for
organizational security
measures

Asset Owner

* Approve cybersecurity
requirements
specification

Product Supplier

+ Consult on securit
capabilities of IAC
products

BAAE
R

i Integration Service Provider

* Implement technical
security measures

i+ Implement product
i security updates

* Develop organizational
security measures for
maintenance

i Asset Owner

i+ Develop organizational
security measures for
operations

i Product Supplier
i+ Provide product security
updates

+ Consult on securit
capabilities of IAC
products

B8

i Maintenance Service Provider i

: AOQ§ PS j S :
- e [R[R]

+ Verify technical security
measures

i Maintenance Service Provider i

i * Validate organizational i
security measures

Asset Owner

i + Validate organizational
i security measures for i
i operations

: A%)rove handover of
IACS to operations

+ Change credentials H
before IACS is putinto i
operation !

Product Supplier

+ Consult on securit
capabilities of IAC
products

Gl

| Integration Service Provider | Asset Owner
* Operate IACS and

equipment under
control

i + Perform organizational

security measures for
operations

* Periodically re-assess

organizational and
technical security
measures

* Trigger maintenance

request

|
fljmla
AECE

i Maintenance Service Provider

- Perform organizational
security measures for
maintenance

+ Monitor threats and
security vulnerabilities

- Implement management
of change procedures

* Update organizational
and technical security
measures

Asset Owner
i * Approve management of
change request

Product Supplier
i + Provide product security
i updates

i + Provide product security
support services

BEEE

AO j§ PS SM
R

1 Asset Owner

* Approve decommission-
ing management of

i change request

i Maintenance Service Provider
* Purge sensitive data

* Decommission IACS
assests

Asset Owner E Product Supplier Integration Service Supplier [l Maintenance Service Provider

Accountable E Responsible nContributor
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2010

>

Stuxnet

&

Incidenty v OT

>

2013

Kompromitacia

priehrady v NY W

2014

> Ovladnutie
davkovaca liekov
V nemocnici

> Ovladnutie
dopravnej
signalizacie v
meste

2012

Utok na vysoku
pec voceliarni
(DE)

Uspes$né ovladnutie
iduceho auta

Utok na rozvodnu
siet v UA

B

2017

>  TRISIS/TRITON:

lll' " malware
- - Specialne
vytvorenych
ﬂ pre riadiace
systémy

2018

Ransomware
odstavil vyrobu
liekov (strata
viac ako S1mld.)

=

.
=

Ransomware
odstavil riadenie
lodnej premavky
globdlnej
logistickej
spolocnosti

2019

2020

>  Globalny
vyrobca hlinika
odstavil
prevadzku kvoli
ransowmare

> Vyrobca
leteckych dielov
prerusil
prevadzku na
niekolko dni

1{'8)

Ransomware
Ekans zasiahol
niekolko odvetvi

Solarwinds
Orion

2021
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Ako prebiehaju utoky I.

Internet

Office Network Insecie
: Remote
Infected Insecure Support

Misconfigured
Firewalls

Laptops Wireless

Insecure
Modems

Plant Network

Infected

USB Keys

External Network

=1

Infected (| rd
PLC Logic 3 pRarh

- Lm T RS"232 — Issues
"Q” J FEES  |nsecure -

Serial Links

SRR - CRF T Y <A (8 A
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Ako prebiehaju utoky Il. - TRITON

IT
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No evidence found!

TRITON specifically targeted

Potential phishing attack _ _ :
this version of Triconex.

as infection vector.

Customer Network

515 Engineering
Workstation TriStation F’rctocol

- UDP 1502 I

Trilog.exe SIS Controllers

Launch Cyberattack?
Triconex MP3008
D CS I CS Firmware v10.0-10.4

MPC860 PowerPC //—\ LEAD
e \<§/_>\ gSgHFEJESS
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Ako zacat?

1.GAP Analyza:
Identifikacia rozdielov medzi su¢asnym stavom a pozadovanymi normami alebo cielovym stavom
kybernetickej bezpecnosti.
* Zber informacii o aktualnom stave, porovnanie so Standardmi a identifikacia nedostatkov.
2.Analyza rizik:
Posudenie potencidlnych hrozieb a zranitelnosti, ktoré mézu ovplyvnit organizaciu.
» I|dentifikacia rizikovych scenarov, hodnotenie pravdepodobnosti a dopadu, stanovenie Urovne
rizika.
3.Priprava dokumenticie:
Vytvorenie alebo aktualizacia dokumentov
* Vypracovanie bezpecnostnych politik, procedur, planov reakcie na incidenty, a dalSich relevantnych
dokumentov.
Definovanie roli a zodpovednosti
e Urcenie klfucovych os6b a timoy, ich roli, zodpovednosti a autorit.
4.Technické opatrenia:
Implementacia technickych rieseni na ochranu informacnych systémouv.
* Zavedenie firewallov, antivirusovych systémoyv, sifrovania, monitorovacich systémov, a inych  1cA0
bezpecnostnych opatreni. : 3USIH







F \Je

Na co sluzi analyza rizik

> Ochrana obchodnych cielov spolocnosti
> Zvysenie celkovej bezpecnosti podniku
> Sulad so zakonmi a medzinarodnymi Standardmi

> Udrzanie dobrej povesti na verejnosti
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Ziskanie / Navrh a

: Identifikacia Identifikacia . o
vytvorenie , o implementacia
aktiv rizik

podkladov opatreni
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Vyzvy pri analyze rizik v OT

> Moderné riadiace a bezpecnostné systémy su zlozité

> Je velmi beznég, ze su integrované s IT

> |dentifikacia kybernetickych hrozieb a zranitelnosti, ktoré mozu viest k vysokym rizikovym
dosledkom, moze byt narocna

> Studie bezpe&nosti procesov (napr. PHA, HAZOP, LOPA) zvy&ajne nezohladriuju udalosti
iniciujuce kyberneticku bezpecénost alebo Ucinnost bezpecnostnych opatreni kybernetickej
bezpecnosti

LEAD
G R

PROTECTED



--------------------
....................
--------------------
--------------------
--------------------

....................
--------------------
--------------------
--------------------
--------------------
....................
--------------------

@

....................
--------------------
--------------------
....................
....................
....................

Cgllium P

--------------------

Cyllium SK, s.r.o. Cyllium IT, s.r. auditarljt, s.r.0.
Bottova 2A Bottova 2A Boﬁeva ZA
811 09 Bratislava 811 09 Bratislava: 11 09 Bratislava
SLOVAKIA SLOVAKIA -~ SLOVAKIA

---------
.........
.........
---------
---------
---------
---------
.........
........
-------

1CO: 55278507 ICO: 56243855 - 1CO: 53566114


http://www.cyllium.eu/
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